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1 ABSTRACT
This paper introduces retail business process owners to the impact the Internet of Things (IoT)
will have on the retail processes they manage through a curated set of example use-cases and
scenarios. The business case for each scenario is examined to demonstrate the kinds of
problems IoT can solve, how to quantify the effects, and measure the progress and return on
investment.
For the purposes of this paper, the Internet of Things is defined to be internet-connected
sensors and actuators used to interact between the retailer and their customers, providing realtime actionable information.
Of greater importance than the diverse definitions are the tremendous benefits the concept of
the IoT promises to provide. IoT migrates communication from human-to-machine (H2M) to
machine-to-machine (M2M) for automated decisions, including a consumer’s decision to
purchase. A consumer’s refrigerator orders fresh eggs. A laundry appliance orders a detergent
refill. A printer orders toner and media. A water pitcher orders replacement filters.
IoT as a solution is boundless while at the same time grounded in examples that exist today
which can be capitalized upon right now to achieve greater efficiency, create new ways to
differentiate over the competition and realize new lines of business. Consumer devices may be
the way most of the public has interacted with IoT, but IoT is most definitely not limited to
consumer devices or the retail industry.
The width of the vision of IoT is precisely why it provides great opportunity for process
improvement while stressing established corporate structures for planning, budgeting and
implementation. The benefits from one industry can apply to another, and the investment made
by one department can have payback in elsewhere in the business.
ARTS produces a wide range of white papers describing new technologies to educate the
industry ahead of adoption. This is important because new technologies traditionally grow to
define new lexicography describing their problem and solution space. This challenges retailers
and vendors to communicate when evaluating, selecting and implementing solutions based on
new technology. ARTS white papers provide an unbiased review of these new technologies
and create a common foundation for all the players to interact clearly.
This white paper is the work of NRF member retail business owners, retail enterprise architects
from a wide range of retail segments, research organizations, technology vendors, retail
consultants and industry veterans.

Copyright ® 2017 NRF. All rights reserved.
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1.1

Overview

IoT allows devices within a proximal network (e.g. home, store, mall, warehouse) to talk to each
other and other devices outside the proximal network (e.g. cloud). It allows these devices to
make intelligent decisions necessary to support retailers, trading partners, and consumers.
IoT can help retailers optimize and tailor their operations to reduce the cost of doing business,
but is not limited to process improvement. Retailers can make tighter connections with their
loyal customers through IoT. In many cases loyalty customers represent the majority of a
retailer’s income.
From an operations standpoint, it is very frustrating for a consumer to find a desired product is
not on the shelf. Keeping a large inventory of items is expensive. The greater granularity and
accuracy afforded by IoT allows the retailer to optimize what is inventoried based on more
precise demand forecasting to increase customer satisfaction, reduce this operational cost and
maximize profits.
Years ago, RFID tags and readers were introduced to retailers as a way to improve inventory
accuracy. RFID has now reached the point where it plays an important role in helping many
retail segments manage inventory. Smart phones make evolutionary advances every year.
Beacons are gaining widespread adoption. Active development is underway in customer heat
mapping, sentiment analysis, customer service robots, smart lighting, intelligent consumer
messaging, supply chain robots and much more.
The IoT allows objects to be sensed and controlled remotely across existing network
infrastructure, creating opportunities for more direct integration of the physical world into
computer-based systems, resulting in improved efficiency, accuracy and economic benefit. In
addition to retail, IoT also encompasses applications such as smart grids, smart homes,
intelligent transportation, smart cities and healthcare. Each thing is uniquely identifiable and is
able to interoperate within the existing Internet infrastructure.
In many areas, IoT shifts the balance from a linear process of decisions made by people and
based on historical analysis, to a distribution of the decision-making process made by machines
using real-time measurements and responding to triggers as they occur.
Experts estimate that the Internet of Things will consist of almost 50 billion objects by 2020.
This will generate an enormous amount of unstructured data. How one prepares for the flood of
data, bandwidth, security issues, power requirements, fleet management, inventory
management, software updates, and data storage becomes imperative to a successful IoT
deployment. If utilized and architected correctly, retailers and their suppliers will monetize it for
better customer relationships and greater efficiencies.
Because of this enormous amount of content, Information Technology helps make increased
internal and operational efficiencies, provides a richer customer journey and deeper long-lasting
relationships with customers. As a result, IT moves from a support operation to a critical part of
operations and marketing.

1.2

Target Audience

This paper is intended to explain at a high level to business process owners the impact IoT will
have on retail. It provides a set of use-cases to illustrate the value propositions of IoT within a
retail environment. The technology, processes, data and relationships necessary to implement
these use-cases will be explored further in the “ARTS IoT Architecture and Ecosystem
Technical Report” paper.
Copyright ® 2017 NRF. All rights reserved.
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This paper is intended to assist people in the following roles:

1.3

•

VP Supply Chain – With IoT the supply chain becomes a more active component of the
sales lifecycle. Direct shipping is a normal component of the supply chain today. IoT
takes that to a new level by having the customer’s devices ordering items directly from
the retailer’s supply chain.

•

VP Store Operations – Now instead of just stocking shelves and letting the customer
pick and choose what they need or desire, IoT enables automatic provisioning.

•

VP Information Technology – Of course, any software/hardware changes must be
coordinated with the VP Information Technology. IT grows to take a critical role in
operations and marketing.

•

Business Analysts – The Business Analysts must consider the cost, risk, timing and
specifics of return-on-investment for IoT solutions compared with other investments in
capability. This paper provides an understanding for how the needs of the business
intersect with IoT solutions.

•

Enterprise Architects – The Enterprise Architect must coordinate the equipment and
implementation of a solution with the needs of the business. This paper provides that
through example scenarios but does not dive down to the underlying implementation.

IoT Definitions

IoT represents an exponential expansion of sensors and services. This sensorization and
evolutionary leap of data collection and analysis is already proving to significantly impact retail
store operations when applied to commonly understood retail business use-cases. It can turn
what was a weekly or monthly metric to a near real-time measurement, finding new value in
trend analysis, recognizing dependency patterns across use-cases and that derivatives of KPIs
may be more valuable than their commonly understood base KPIs. The value uncovered in
other industries in many cases applies equally well to Retail.

1.3.1 International Organization for Standardization (ISO)
An infrastructure of interconnected objects, people, systems, and information resources
together with intelligent services to allow them to process information of the physical and virtual
world and react.

1.3.2 Wikipedia
The network of physical devices, vehicles, buildings and other items embedded with electronics,
software, sensors, actuators, and network connectivity that enable these objects to collect and
exchange data.

1.3.3 IBM
The convergence of connecting people, things, data and processes is transforming our life,
business and everything in between. The technical definition of The IoT is the network of
physical objects accessed through the internet.

1.3.4 Cisco
The intelligent connectivity of physical devices drives massive gains in efficiency, business
growth, and quality of life.

Copyright ® 2017 NRF. All rights reserved.
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1.3.5 Global Standards Initiative
“The infrastructure of the information society.” The IoT allows objects to be sensed and
controlled remotely across existing network infrastructure, creating opportunities for more direct
integration of the physical world into computer-based systems, and resulting in improved
efficiency, accuracy and economic benefit when IoT is augmented with sensors and actuators,
the technology becomes an instance of the more general class of cyber-physical systems,
which also encompasses technologies such as smart grids, smart homes, intelligent
transportation and smart cities. Each thing is uniquely identifiable through its embedded
computing system but is able to interoperate within the existing Internet infrastructure.

Impact on Fulfillment, Selling and Replenishment

1.4

IoT opens the door to automated purchasing. To support this increase in communication will
require a wider internet bandwidth on top of a dynamic support infrastructure to provide
continuous connectivity when the customer demands it. This is where elastic cloud computing
becomes a critical component.
In addition to selling, IoT enables the consumer to do more comparison shopping, from the
moment they discover an item they wish to explore all the way to the purchase. Providing clear
and easy to understand demos of new and unusual products and answering consumers’
questions is quickly becoming an integral part of the consumer lifecycle. Retailers will be able
to improve their engagement with the consumer throughout the consumer lifecycle.
What if the consumer inquiries about items not in the retailer’s inventory? IoT allows the retailer
to maintain a tighter more automated relationship with their suppliers to support this new
consumer demand.
Because of this tighter relationship with a customer, the ability to find out who bought what and
when enables the retailer to streamline the returns process. There is another side benefit to
having all this information: If a recall occurs, knowing which customer bought the specific items
enables the retailer reduce their risk and support consumer safety by reaching out to affected
customers to let them know of a potential problem with their purchase.

Out of Scope for Version 1.0

1.5
•

Fleet Management: where trucks are and where they are needed.

•

IoT devices outside the retail environment or retail interaction, except in the context of
items being sold.

•

Management of IoT infrastructure or family of devices, but planning for bandwidth,
technology and expertise is in scope.

•

Technical specifications and messaging interface definitions.

•

Define the best practice implementation or communications technology. The technology
can be expected to quickly evolve.

•

Generic SOA or lightweight services architecture examination. The ARTS white paper
Best Practices Services Implementation using ARTS Standards available from
https://nrf.com/standards should be your guide.

Copyright ® 2017 NRF. All rights reserved.
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2 IOT COMPONENTS

Figure 1: IoT Components
The colored blocks in Figure 1 represent major classes of IoT components and how they fit
together into a layered architecture. IoT is not only a collection of things at the edge but an
integrated ecosystem. Research and application of many novel ideas for how to augment the
internet with new layers of abstraction are underway. Decentralized naming systems and
blockchain style distributed ledgers are proving to be valuable tools in this regard.

2.1

Devices

Things (components), as defined in IoT, convert physical phenomena into digital data, digital
data into physical actions, or both. There are two broad types of “things”: sensors that serve as
surrogates for human senses like sight, hearing, smell and touch; and actuators that can alter
Copyright ® 2017 NRF. All rights reserved.
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the physical world through electrical, mechanical, and chemical actions. Edge devices often
combine sensor and actuator functions (e.g. a thermostat).
The solution stack illustrated above in Figure 1: IoT Components, represents a division of labor.
The physical implementation of this division of labor varies a great deal. For example, most
facility-oriented Internets of Things implement the IoT solution stack division of labor as a set of
discrete devices that are connected through wired or wireless networks. The edge things in this
example are typically functionally limited devices that measure physical phenomena like
temperature, humidity or motion, and convert it to binary data and forward that data to the
Device Network. Some edge things, in addition to sensing and measuring physical phenomena
can capture and communicating spatial (location) and temporal context.
Other edge things may incorporate all the different functions in the solution stack into a single
physical package.

Sensors

2.2

In a retail operations context, sensors can provide ubiquitous, always-on observation
capabilities to supplement human senses and detect changes in temperature, humidity, motion,
moisture and other important physical phenomena. Sensors improve the coverage and
resolution with which retail operations can detect physical phenomena that represent:

2.3

•

Threats: fire and water damage, food spoilage, unauthorized entry into a secure area,
merchandise theft, damage to products.

•

Opportunities: traffic counters, video of customer queues, beacons and other devices
that detect customer proximity.

•

Current status: scales, video, RFID tags and other devices to track the current quantity,
location and state of products in real time.

Actuators

Actuators are edge things that enable digital data to be converted into some mechanical,
electrical and/or chemical action that alters a physical entity. Thermostats are things that sense
and measure temperature; when a certain threshold value is reached, they trigger a relay which
turns on the HVAC system. Other actuators include things like door locks, fire alarms and
sprinklers.

Copyright ® 2017 NRF. All rights reserved.
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3 VALUE OF IOT IN RETAIL
ARTS Support for IoT

3.1

The key component of IoT is operational knowledge, or knowing. To know, a retailer must be
able to integrate data from disparate systems, sift through all the enormous amount of data, and
find the important pieces. This leads to Unified Commerce. To do this, retailers need to
accept information from a vast number of different systems and device types, each with its own
data format and interface. Writing and supporting unique interfaces for every encountered
application and device would be an overwhelming task and could delay the adoption of new
technology.
As an alternative, Retailers can adopt standard interfaces to devices and applications,
leveraging the standards ARTS has created since 1993.
•

ARTS standard message models cover 80 to 90% of the interfaces used in retail and
form the basis for a canonical messaging model necessary to support IoT.

•

ARTS maintains a retail data model containing over 800 tables that provides a required
Master Data Management (MDM) model for clear storage and retrieval of retail
information.

•

Most important to IoT is the UnifiedPOS device standard. Device management is a
major component of IoT and thanks to UnifiedPOS; integration will be much smoother,
less costly, with increased stability and reduced risk for retailers.

To help understand ARTS support a reference to various ARTS standards are identified within
the appropriate scenarios listed below.

Copyright ® 2017 NRF. All rights reserved.
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3.2 Consumer Facing IoT Environments

Figure 2: Consumer Facing IoT Environments
What is IoT architecture from the consumer’s perspective? There are four domains a consumer
may interact with:
•

Retailer’s Domain

•

Consumer’s Home Domain

•

Public IoT Domain

•

Customer’s Personal IoT Domain

The consumer purchases IoT functional devices from the retailer such as an Echo device or an
internet enabled printer. These devices can then communicate with the retailer whenever
something needs to be investigated, communicated or purchased.
IoT is available whenever the consumer wishes, they can reach out to the IoT world through
public internet or Wi-Fi systems in the public domain. They can also reach out to their network
through social media using devices such as mobile phones or tablets. Personal devices such
as Fitbit watches can provide a similar connection to the IoT.

Copyright ® 2017 NRF. All rights reserved.
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3.3

IoT Retailer Functional Areas

Figure 3: IoT Retailer Functional Areas
The remainder of this paper discusses IoT’s impact on several retail functional areas, starting
with a discussion of a key component of IoT, Security & Privacy, then moving to a discussion of
IoT’s impact on in-store operational efficiency through real time and automated task
management, followed by a section on Environmental Monitoring and Control, where IoT can be
used verify compliance of various in-store operations. The section on Facilities Management
discusses IoT in the context of optimization of space and energy. The section on IoT and Loss
Prevention (LP) discusses how IoT can be leveraged in physical security for real-time loss
prevention and risk management for tracking product location and product quality. Intelligent
Inventory Management shows how IoT can be used for tracking tagged items and tracing them
throughout the store. Finally, Understanding IoT highlights Business Intelligence and Big data
for managing the retail environment using a variety of techniques such as machine learning,
structured decision making and various probability models.

Copyright ® 2017 NRF. All rights reserved.
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3.4 Information Security & Retailer Privacy

Figure 4: Information Security
Figure 4: Information Security depicts the threat landscape and common avenues of attack.
Every domain and retailer function is impacted by both security and privacy. Concern for
security and privacy must be considered and incorporated into the evaluation, planning,
implementation and maintenance of all IoT technologies. To help understand these issues,
ARTS produced a set of primers around data security (ARTS Cybersecurity Primer V1.0.0) and
privacy information (ARTS Data Privacy Primer V1.0.0).
Security is a key component to implementing successful IoT solutions. Many devices are
extremely small with limited computing power and therefore susceptible to security threats. To
avoid a breach requires security on each end of the connection. However once a secure
connection is established, two-way communication can safely take place. This way a retailer
can safely communicate to the customer’s devices about items in their inventory, prices, usage
instructions and confirmation messages. On the other side the consumer requires that
communication of their choices and intent is kept private and secure from unauthorized eyes.
Copyright ® 2017 NRF. All rights reserved.
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The ARTS Cybersecurity Primer helps understand the problems by identifying the domains,
people, technical definitions and processes that have impact on security. Threat actors are
defined along with their tactics, techniques and procedures. The primer then identifies areas
where security is important: Data-in-Motion, Data-in-Memory and Data-at-Rest. Each area
presents a different set of security problems. Interestingly, nearly all threats follow a path
starting with reconnaissance, entry and then command and control.
In addition to security, customer privacy is of paramount importance. The ARTS Data Privacy
Primer lays out what constitutes private data and then presents a set of privacy compliance
recommendations. It describes what represents consumer private information vs what is
sensitive enterprise information. The recommendations cover areas like transparent information
and requiring the consumer to opt-in to the retailer’s systems. It talks about data minimization
and data quality. Once the retailer has the data, it must take into account various levels of
security and access to the consumer’s information.
For example, solutions that rely on image capture and analysis can have a large impact on the
concerns of privacy. Images can easily contain personal identifiable information. A solution to
this problem often involves converting imagery to metadata on the device before imagery is sent
out from the device. In other cases where raw imagery is important an anonymization step may
involve blurring faces, license plates or ID cards. Complications arise if the imagery can be
used to identify customers in a loyalty program where personal identification is the desired
outcome and the customer has opted in. Loss Prevention is the extreme end of this with the
intention of identifying an individual when deemed necessary. Then it gets even more
complicated when you mix LP, Customer Loyalty and anonymous customers who’ve opted in for
using their instore location into one image.

3.5

Physical Security of IoT Devices

What would the impact be of a breach into the retailer’s database of customer information? Or
consider how easily a threat could create network traffic thus slowing down all in-store
operations that rely on network access if not properly mitigated.
The public thinks of security and privacy primarily in the context of customer security, but as
retailers are quickly expanding in-store wireless services to customers, whose devices may be
compromised, new challenges arise. Once these devices are inside the firewall, they increase
the potential to open a path for attack inside the retailer’s networks. In such a scenario,
retailers’ sensors can be hijacked by hackers in order to redirect communications to the
hacker’s system. This could be used, for example, to steal customer pin numbers.
On the other side, the retailer’s actuators can be taken over by the hacker to direct the shipment
of unordered inventory to the hacker, or to be used to create a denial of service problem for
other retailers or to raise havoc in the store by changing the temperature of the store or worse.
This necessitates providing physical security of the sensors, actuators and the data they
generate from theft and/or manipulation, for example putting a credit card scraper over the top
of the keyboard to steal customer’s PIN numbers or to reprogram a card reader through the
USB drive.
Because thieves are getting so clever retailer are going to have to start using business rules
evaluate what are all their sensors doing, not just one but the entire ecosystem, looking for any
out of bounds behavior.

Copyright ® 2017 NRF. All rights reserved.
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Retail Analytics and Machine Learning

3.6

The sheer quantity of data coming from so many different sources is beyond the ability of
humans to evaluate. IoT moves the decision making from humans working with graphs to
machines leveraging artificial intelligence. Many technologies have matured to enable machine
learning, such as the ability to decipher the information contained within an image. This can be
used to support store with inventory management making sure the right items are in the right
location in the store. Or, one can evaluate a radar picture to see that rain is coming and reset
the planogram to put the umbrellas by the front door.
This information is now in the hands of the retailer. First and foremost, the retailer can use it to
fulfill the wishes of their customer. But on top of that this information can now be used by the
retailer to tailor their product offerings to meet the needs of their customers and offer them a
great customer experience.
The ultimate goal is to identify patterns of behavior. Then use these patterns to satisfy the
customer’s needs. The retailer who is able to quickly take advantage of the IoT world will be
better able to compete.
A side effect of all this data is that normal data modeling techniques can have problems
managing the vast quantity. This is where “Big Data” models are gaining in popularity to sift
through large volumes of sometimes unstructured data to identify patterns.
If everyone has access to the same information what is the differentiator? It is the retail
intelligence used in analyzing this information. This makes data scientists a key part of the IoT
business. They will be used to answer questions about how to optimize the business or how to
optimize the customer experience.
•

•

•

•

Forecasting
o

What is the customer’s path to purchase?

o

What is the impact of each channel?

o

How can we normalize data from many seemingly incomparable sources in order
to make sense of it?

Optimization
o

How do I properly plan the marketing budget based on path to purchase?

o

How can the channel experience be improved to provide consistency across
channels?

o

Measure of the number of decisions in a business processes. What is the
number of discrete decision points needed to create a task. Such as, how many
clicks did it take to get an item into the basket? What are the patterns across
different customer groups?

Recommendations
o

How do I actively engage with a potential customer in a channel?

o

How do I drive traffic to and across various channels?

Warnings
o

How can channel predictions be used to avoid closing stores?

o

Is the website too difficult to follow?

Copyright ® 2017 NRF. All rights reserved.
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•

Automated actions
o

•

Are customers having difficulty setting up automated replenishment for their
common consumable items?

Predictive consumer experiences – (cloud analytics to predict behavior)
o

What are my customers doing?

o

How can I improve the channel experience for the customers?

There are risks associated with having this much information. If a retailer knows about a
potential risk and does not take action to resolve it, are they liable for gross negligence? For
example, if there is a spill on isle 3 and the video camera system recognizes this problem, how
quickly must a retailer respond to get it cleaned up before someone falls?
What if the information was there but the retailer did not know they had it? What is their
liability?
Since the quantity of data can be enormous, the retailer must make intelligent decisions about
what data to keep and how to use it.
Having all this data moves the decision making process from a deterministic model based on
historic information to a probabilistic model based on current real time information.

Copyright ® 2017 NRF. All rights reserved.
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4 THE RETAIL BUSINESS CASE FOR IOT
IOT for retailers, like any technology opportunity, has to serve a business purpose. Retailers are
sensitive about making technology investments. They require a clear understanding of the
value proposition behind IOT. The value proposition must link IOT features, functions and
capabilities to business outcomes that are beneficial to the retailer.
To capture the attention and interest of retailer business decision makers, an IOT business case
must do one or more of the following:
•

Add opportunities to introduce new products and services (increase gross sales and
market segment).

•

Materially increase net sales of products to existing customers by making relevant,
timely offers of products and services you sell, but that they buy from others.

•

Reduce costs related to:

•

o

Inventory shrink (due to spoilage, theft, sloppy bookkeeping)

o

In store labor

o

Energy consumption

o

Transportation

o

Retail space including selling floor, inventory and administrative offices.

o

Merchandising and operational mistakes

o

Improving customer service (yes, doing a better job at serving customers while
spending less to do it)

Reduce risk associated with:
o

Product safety of fresh merchandise and prepared food items, employee safety
and public safety.

o

Unauthorized access to retail facilities and equipment including point of sale
systems and networks.

o

Worker injury and the destruction of retail owned assets from fire, floods and
other threats.

•

Reduce customer level of effort and cost to buy from the retailer through a frictionless
customer engagement.

•

Reduce after sale customer service and warranty calls both for the retailer and the
consumer.
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The IoT value proposition for retailers can incorporate:
•

Customer service improvements measured in terms of simplified access to services,
speed of customer demand fulfillment, accuracy of fulfilling customer orders, relevance
of retail offers to customer needs, wants and situation (Customer centered quick
response).

•

“Always-On” service availability (pervasive service delivery) with the power to anticipate
customer demand for replenishing commodity items.

•

Intelligence to monitor and manage durable good items (big ticket items) to avoid
unscheduled service outages and customer inconvenience. Smart appliance phones
home when a problem occurs or is about to occur.

•

Opportunity to wrap retailer mediated subscription services with smart products to
provide recurring streams of revenue to the retailer. Sell the security monitors and
intelligent controllers plus a security-on-call subscription service.
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4.1

Customer Experience

To support a better understanding of customer wants and needs, ARTS has developed a
consumer-to-customer life-cycle. In the various stages, the retailer may get to know more and
more about the consumer and gain a better understanding of how to convert a consumer to a
customer.

Population

Prospect

Walk in
or land on
page

Visitor

Stop/Hold
Impression

Shopper

Select &
Settle

Customer

Attrition

Reactivate
& Recover

Aware of
retailer

Inactive
Customers
Customer Acquisition & Retention Funnel
Attrition

Population
Prospects

Conversion

Visitor
Shopper
Customer
Inactive

The red arrows represent CONVERSION EVENTS and mark the state transition of individuals
and organizations as they progress from being part of an undifferenitated popoulation to being
CUSTOMERS.

Ex Customers

The funnel graphically illustrates the notion of
CONVERSION YIELD.

Figure 5 The ARTS Consumer to Customer Life-cycle

ARTS Operational Data Model and version 3.0 of the ARTS Data Warehouse Model further
expanded the concept of an Anonymous Customer. This is an individual who has not opted into
a loyalty program but the retailer wishes to know their patterns to help manage the store. For
example the path they follow in the store or their demographics to help understand buying
patterns.
IoT will further extend this to include an Anonymous Customer who wishes to be known, to
some extent, while they are in the store. For example, they may wish to know about items
related to the ones they have in their shopping list app which may have some sort of active
promotion.
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5 IMPROVING THE CUSTOMER EXPERIENCE
5.1

Use Case: Retargeting

Business Case: Retargeting is a powerful branding and conversion optimization tool. The goal
of retargeting is to convert passive website consumers into active customers by engaging them
with relevant offers when they visit the store. Retargeting can also be used to drive offers online,
based on consumers’ in-store behavior and dwell time.

5.1.1 Scenario: Dynamic Promotion Interaction
Beacons are located around the store in each zone in the store. When a customer is interested
in what promotions are available in a particular zone, they hold their smartphone near the
beacon and it will deliver what is new in this zone.

5.1.2 Scenario: Search Online, Enter Store
A consumer visits a retailer’s website and browses a product without checking out. When that
same consumer walks into the retailer’s physical store, sensors in the store, detect their
presence, and the retailer retargets them with offers for the product that they previously
browsed.

5.1.3 Scenario: Search In Store, Buy Online
A consumer visits the physical store and browses several products. The consumers dwell times
at various locations are monitored by sensors. When the consumer visits the retailer’s online
site, the in-store behavioral information can be used to retarget offers to the consumer.
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5.1.4 Scenario: Understanding and Influence Customer Behavior:
(source: ARTS Video Analytics Standard Technical Specification)
Interactive digital signage through proximity sensors that identify an interest in a particular
product and trigger the respective content in the nearest digital signage (e.g., trailer of a movie)

5.2

Use Case: Automated Home Replenishment

Business Case: IoT allows the retailer to receive orders from the customer’s home equipment,
such as a refrigerator, or printer, or washing machine.

Figure 6: Automated Home Replenishment Example
1. When the filter in a smart water pitcher in a customer’s home needs replacement, a
sensor triggers the pitcher to publish an event (1) containing the filter status.
2. This event is reported via the in-home gateway to the retailer’s cloud server (2).
3. Event processing triggers the cloud server creates a new customer shipment (C)
4. Sending a task (F) to the smartphone of the appropriate sales associate (3) to transfer
stock from the storeroom to the delivery system.
5. When the item is delivered to the customer’s home, the event triggers the retailer’s cloud
server (G) to send a task to the customer’s smartphone (4) with item instructions.
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6 IN-STORE OPERATION EFFICIENCY

Figure 7: In-Store Operation Functional Area
In-store operational efficiencies can be achieved in various ways. First a retailer can monitor its
resource utilization such as energy to find ways to automatically manage off-hour consumption.
This information can be used to set benchmarks to identify stores which are operating
inefficiently with respect to it or other similar stores. Now that it has this information, predictive
analytics can be used to send alerts to the workforce’s wearables when service is needed. With
all this information, managers can improve productivity, reduce waste, and proactively detect
and act on events.
Potential in-store operations areas:
•
•
•
•
•
•
•
•
•

6.1

In-store customer path
In-store staff scheduling (workforce management)
New store openings & store conversions
In-store maintenance of retail centric assets
Handling of Receiving, Put-Away and Returns
Shelf stocking, ordering and labeling
Merchandising
Line Busting
Price verification, Markdowns and Relabeling

Use Case: In-store Merchandising Maintenance

Business Case: IoT enables the retailer to respond to issues in real time to better optimize the
operation of the stores and ultimately the enterprise.

6.1.1 Scenario: Spill Maintenance
To free up store associates to perform other tasks, a robot (such as a Roomba) is scheduled to
check for spills, or other sensors such as the video cameras can be constantly monitoring for
spills. As soon as a spill is detected a Just-In-Time cleanup scenario is triggered, the robot is
dispatched to clean up the mess with the goal of getting the spill cleaned up before someone
slips.

6.1.2 Scenario Bay maintenance: Auditing Stores for Planogram Compliance
(source: ARTS Planogram Technical Specification)
A combination of video analysis and readings from sensors on the shelf report the number of
items on the shelf. The planogram is retrieved and used to evaluate the number that is
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assigned to this shelf. The sales history is retrieved to analyze flow through. The inventory
position for this shelf is calculated and a robot is sent to restock these items.

6.2

Use Case: Fitting Room Management

Business Case: Allows retailers to optimize their operations by leveraging sensors throughout
the store to improve the customer experience.

6.2.1 Scenario: Fitting room traffic management
On a busy shopping day, a customer wishes to try on an outfit but the fitting rooms are
occupied. They can automatically schedule a room and receive notification when a room is
open for them.

6.2.2 Scenario: Cross Selling Conversion
The customer enters the fitting room with several apparel items to see which ones go together.
The RFID sensors recognize which items the customer keeps with and which items they leave
in the fitting room. This allows the retailer to recognize which items sell together.
When the customer gets to the checkout stand, the items they purchase can be correlated with
those items they left in the fitting room.
This information can be fed to the planogram system for helping determine where items get
placed.

6.3

Use Case: Checkout Process Efficiency

Business Case: Reduce checkout wait time to increase sales, customer satisfaction,
operational efficiencies, and workforce optimization

6.3.1 Scenario: Customer Relationship Optimization
Bluetooth Beacons in coffee shop POS line at the college cafeteria. The cafeteria application
on phone sees beacon located at the POS. The application tells retailer cloud system you are
near the Bluetooth beacon for POS #7. The retailer cloud system then notifies the register and
sends it your picture. The cashier visually matches the customer to the picture. Thereby
providing a personalized customer interaction.

6.3.2 Scenario: Checkout Associate Optimization
The RFID system detects a long line on the only open checkout lane. The video system is used
to validate the detection. A notification is sent to the proper associate to open a new lane.
Sensors detect the line length and dwell time then send out the notification.

6.3.3 Scenario: Check-out optimization through Predictive Analytics
A sensor counts the number of people entering the front door. Based on the predictive analytics
after X minutes, these customers will be at the checkout line and the retailer can plan when to
open more checkout lines.

6.3.4 Scenario: Digital Queue
Sensors in the checkout lines keep track of the length of their queues. Based on these queue
lengths, the POS can estimate wait times. When customers are ready to checkout, they join a
‘digital queue’. This allows them to be notified on their smartphone when it is their time to check
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out. This enables impulse buying because people can walk around

6.3.5 Scenario: No Checkout.
(This scenario came from the ARTS Video Analytics Technical Specification)
The shopper is identified upon entry into the store by Bluetooth beacon or showing a barcode
presented on the retailer’s customer mobile app to a turnstile mounted scanner. This starts the
customer’s digital shopping cart.
As the customer picks up items, a fusion of shelf sensors, RFID tags, customer location and
video analytics work together to associate items with customers, adding items to the customer’s
digital shopping cart.
If a shelf sensor or real-time video analytics recognize an item was placed back on the shelf, the
item is removed from the customer’s digital shopping cart. Again, a fusion of sensing
technology and machine learning is applied to recognize the customer, their location, the item
and the activity.
When the customer begins to leave the store, higher dollar items with RFID tags are checked
against the digital shopping cart. If a discrepancy is discovered then a store associate is
dispatched to assist the customer. The retailer’s mobile app alerts the customer and pops up a
digital receipt for review. At no point did the customer scan items or perform a self-check-out.
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7 INVENTORY ENVIRONMENT MONITORING AND CONTROL
Customer device interaction: tracking movement of customer phones outside store within range
of monitoring or in-store for customer heat mapping.
Challenges: Privacy concerns, data storage (anonymous or not).

Figure 8: Inventory Functional Area
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7.1

Use Case: Fresh Item Management (Traceability)

Business Case: Improve customer service, enhance supply chain safety, reduce item waste,
and improve regulatory compliance for a greater range of properties.
Traceability refers to the ability to track problem items back to their source and to forward
relevant information to any customers who might have purchased these items. For example, if
a recall is issued for a safety issue, this impacts how retailers can track the item from the
supplier to the customer.

7.1.1 Scenario: Track Food Freshness
(source: ARTS Fresh Item Management Technical Specification)
Track food freshness through to the last mile of delivery. The temperature log in the delivery
truck is associated with the products in that delivery. The back-office receiver may decide
whether or not to accept the delivery. Does the food remain within the proper temperature limits
up to delivery to the store? The data from the truck’s temperature sensors becomes available to
the retailer receiver.

7.1.2 Scenario: Food Traceability at POS
Monitor item temperature performance using item level temperature sensors. A subset of items
passing through the supply chain and the store environment are given special temperature
logging tags. These tags when read at POS provide a temperature history that can be tied to
particular refrigeration equipment. The store refrigeration units do not need instrumentation and
can be of lower complexity and cost.

7.1.3 Scenario: Product supply chain monitoring.
Temperature sensor embedded within the label used to communicate in store to monitor special
items or a subset of items (one per item in case). Temperature is tracked at the case level
throughout the supply chain to the shelf, but once the pack is separated then the individual
items may not have complete environment tracking. When a carton of milk is placed into the
customer’s basket, it may or may not have a temperature tracking device.

7.1.4 Scenario: In-store Item Movement Monitoring
Items carried throughout the store may experience environmental factors outside acceptable
limits (milk left in cereal aisle). For complete coverage this would require temperature sensing
on every item not just a representative set of items.

7.1.5 Scenario: Tracking Sushi Temperature
In Fred’s Sushi Market, the sushi trays have RFID tags. The location of the Sushi in conjunction
with a temperature sensor combine time with temperature to make sure the Sushi is fresh. This
information is also used to automatically pull the Sushi at a combination of the temperature and
time the Sushi was available.

7.2

Use Case: Automated Weight Measurement

Business Case: Use of sensors to measure the weight of a shelf or scale to determine and
manage inventory.

7.2.1 Scenario: Monitoring Weight
Measure the weight of dynamic tank of fish to monitor changes as live fish are removed from
tank.
Copyright ® 2017 NRF. All rights reserved.
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7.2.2 Scenario: Identify Items in scale
The customer simultaneously places several different items on the scale. A sensor on the scale
determines one is an apple and the other is a banana. It then properly determines each weight
and prints labels for the appropriate prices.

7.3

Use Case: Device Health Monitoring

Business Case: Devices can fail without notice. Using the IoT sensors to feed predictive
analytics allow monitoring of the health of equipment and make maintenance decisions before
equipment failure.

7.3.1 Scenario: Freezer Problems
With device health monitoring, condition-based predictive maintenance comes into play. A
freezer is monitored through IoT. When the equipment begins to operate out of range or
exhibits an unexpected pattern, a repair facility is alerted to review or repair it before the
inconsistency becomes a problem. The idea is to take action before down time or spoilage
affects the business. This keeps customers safe, reduces potential for loss from spoiled food,
and reduces the risk of store downtime at peak sales periods.
Refrigeration problems can also be reported to the POS to stop selling items that may have
been affected by a break in the cold-chain.

7.3.2 Scenario: Scale Accuracy Monitoring
The IoT sensors can monitor the automated scales and report any potential fraud or notice the
calibration drifting off.
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8 FACILITIES MANAGEMENT
Business Case: While facilities management is not specific to retail, it offers tremendous value
by improving the efficiency of a facilities such as stores, warehouses, and offices.

Figure 9: Facilities Management Functional Area

8.1

Use Case: Smart Lighting

Business Case: Large format retail stores consume a large amount of electricity. In the store
products are often spot-lit with the entire floor is brightly lit. In the back of house loading bays
are often lit using high-output units but with intermittent occupancy and use. Being able to adjust
lighting based on measured or time or capture of customer location can efficiently utilize this
lighting resource.

8.1.1 Scenario: Lighting Levels
Lighting is a major area of energy use and expenditure in retail. Not all parts of the store need to
be equally lit. Sensors to measure traffic can be used to control lighting and reduce these costs.
For example, the lights in the changing room can be kept off until a customer enters the
changing room, or display cases remain unlit until a customer approaches.

8.1.2 Scenario: Lighting Maintenance
Regular maintenance is necessary to ensure that the lighting within the retail premises functions
in an energy efficient manner. Accumulated dust on lamp fixtures should be regularly cleaned to
increase their glow and prolong their lifespan. Broken fixtures should be replaced as soon as
possible. Using sensors to monitor the light output and signal when the light levels drop below a
certain level allows the retailer to efficiently maintain light fixtures.
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9 INTELLIGENT INVENTORY MANAGEMENT
Business Case: Optimizing inventory to improve customer satisfaction by making sure the right
products are available.
Using sensors and cognitive services helps detect if the items are misplaced by checking the
product line match. This helps workforce optimization by proactively checking for and sending
alerts about misplaced products.
Intelligent inventory management gives you knowledge of inventory on hand to help support
omni-channel retail.

Use-Case:

9.1

Perpetual Inventory Accuracy

Business Case: Inventory distortion is retail’s US$800B global problem.1 Inventory distortion is
the combined cost of out-of-stocks, lost sales, and overstocks where retailers have to deeply
discount or transfer items to sell that are not moving. This scenario applies IoT and RFID to the
issue of perpetual inventory accuracy, a common root cause of inventory distortion.

9.1.1 Scenario: Inventory Distortion
Store associates a way to frequently update perpetual inventory levels in minutes every day or
multiple times a week.
Benefits
IoT implementations to date are wide-spread.2 This Perpetual Inventory Accuracy scenario is
quickly creating real world implementations. Benefits of perpetual inventory accuracy can be
significant to a retailer: a smarter, faster supply chain; operational cost savings in stores, offices
and warehouses; even reduced inventory shrink and improve the customer experience.3
IoT Back End Services
This scenario assumes that the following backend services provide intelligence:
•
•

Item and location reference services – to associate items, fixtures, areas, coordinates
and a store floorplan to assist workers in finding out of stock shelves.
Inventory stock-location (possibly planogram) business rules designating max and min
item unit counts by shelf location and establishing trigger conditions to issue restocking
instructions.

From this list it is apparent that the business context and rules around the real time selling area
inventory monitoring function is hosted in the backend. As discussed earlier, backend services
may be hosted across a variety of platforms and software as service providers. Logically they
establish the context and “intelligence” required to translate IoT observations into actionable
information and, in this example specific directives.

1

IHL Inventory Distortion - Retail's $800 Billion Global Problem

2

Shop.org Think Tank: What the Internet of Things promises retailers

3

“Zara’s tagging system means even faster fashion.” by Sarah Morris, Reuters
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Use-Case:

9.2

Real Time Store Inventory Monitoring to Avoid Stock-outs

Business Case: Out-of-stock conditions in a retail store are lost revenue to retailers. Even
more importantly customers that cannot find what they want are likely to defect to a competitor
who has the desired item in stock. This scenario applies IoT and RFID to eliminate (or at least
minimize) selling area out of stock conditions.

9.2.1 IoT Components (store, warehouse or facility level)
The IoT components used to implement this solution include:
•
•
•
•

RFID tags to identify individual items;
RFID Readers installed on shelves (smart shelfs) to track and count selling area display
items;
Electronic Product Code (EPC) – to identify individual instances of products;
Front-end mobile apps to alert store staff to restock near-empty shelves;

In this example these components when assembled into a complete system provide a way to
continuously observe stock levels and stock level changes and orient those observations by
providing the specific location and item identity.
IoT Back End Services
Similar to the Perpetual Inventory Accuracy use-case, this scenario assumes the use of back
end services for item and location reference, inventory stock location (e.g. planogram) and
business rules for min/max item unit counts by shelf location for triggers to issue restocking
instructions. Back end services may be hosted across a variety of platforms and “software as a
service” providers. Logically they establish the context and intelligence required to translate IoT
observations into actionable information and, in this example specific directives.
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10 LOSS PREVENTION (PHYSICAL SECURITY)
Business Case: Improve customer safety and reduce losses

Figure 10: Physical Security Functional Area

10.1 Use Case: Merchandise Movement Detection
Business Case: Detection of the unusual movement of merchandise initiates investigation
requiring several devices to communicate in order to determine the causes and potential
remedies.

10.1.1 Scenario: High Dollar Item Removed from Shelf:
(source: ARTS Video Analytics Technical Specification)
In the past, loss prevention systems were independently tied to sensors at the door or video of
the checkout area. They now integrate information from a wide variety of sensors to drive an
intelligent analysis of events as they occur. For example, when a customer removes a high
value item from the shelf and puts it in their shopping cart an event can be used to trigger a
video. Then if the customer goes into the restroom and removes the security (RFID) device, the
loss prevention system can notify security personnel of the event, maybe even locking a gate
when the item is not part of a shipment or purchase.
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10.1.2 Scenario: Shelf Sweep (wipeout) of a Large Quantity of Items.
(This scenario came from the ARTS Video Analytics Technical Specification)
A customer takes an unusually large number of items from a peg hook. The RFID or Bluetooth
tags send notice of the unusual quantity of items; the video analytics system then tracks their
movement. If the customer leaves without paying, alarms can sound indicating such activity.

10.1.3 Scenario: Intelligent Lighting, Retail Store Security, and Building Security
Intelligent security motion sensors are used for access control. During the day they can be
used for lighting control (see above use cases) then at night they can be used for facility
security. The value here is crossover to intelligently solve multiple problems with a single
device.
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11 IOT BUSINESS VALUE MATRIX
Business Case

Improving the Customer Experience
Add new product and service offerings not
previously offered
Add new customers - through new product and
service offerings
Increase net sales to existing customers
Convenience metrics - Eliminate or reduce
customer level of effort and cost to buy from
retailer
Improve probability of consumer to customer
conversion rate through relevant, timely offers
Reduce conversion latency - time between first
contact with a consumer and their first purchase
Improve product freshness
Eliminate fresh product and service risks related to
spoilage and contamination
Eliminate customer inconvenience due to stock out
conditions
Optimizing Supply Chain Operations
Eliminate or reduce inventory shrink costs
Eliminate or reduce total labor costs without losing
customer sales or impairing net sales growth
Eliminate or reduce energy consumption and costs
Eliminate or reduce lost sales (and merchandise)
due to merchandising errors and omissions
Eliminate stock out exceptions and increase sell
through to space used ratio
Eliminate or reduce facility costs - space,
equipment and other leasehold and fixed assets
Learning and Growth
Reduce latency between observed customer
behavior and ability to deliver relevant offers
Improve resolution of analytics by increasing
frequency and precision of data capture (only
possible via IoT kinds of technology)
Improve resolution and reduce latency associated
with monitoring and controlling: critical
environmental parameters like temperature,
humidity, contamination, motion and shock on a
continuous basis
Financial
Increase Net Sales (Total) or Net Sales per SqFt
Reduce inventory markdowns and write-offs
Increase new net sales YIELD attributable to new
products/services, marketing and sales
Increase Net Sales per Store Employee
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13 GLOSSARY
Term

Definition

Actuator

Actuators, in the context of IoT are "edge things" that enable digital data
to be converted into some mechanical, electrical or chemical action that
alters a physical entity. Thermostats are things that sense and measure
temperature and when a certain threshold value is reached trigger the
HVAC system. Actuators include things like door locks, fire alarms and
sprinklers.

Beacon

Beacons broadcast an identifier to nearby electronic devices. Bluetooth
Low Energy (BLE) Beacons are a common example where the
communication is one-way. Devices within range of a BLE Beacon can
use the beacon's identity to understand their relative location or proximity
and present context-sensitive information to a user about the area
marked by the beacon, products within that area, targeted marketing
messages or a path to mobile payments through point-of-sale systems.
Blockchain is a distributed database that maintains a list of ordered
records. Blockchain is used to provide an open, distributed ledger that
can record transactions between two parties efficiently and in a verifiable
and permanent way. When a new record is added, it becomes a part of
the blockchain and cannot be altered. Doing so would break the
blockchain. Verification of new entries is decentralized, meaning
thousands of peers can play a part in the recording of new transactions in
a blockchain ledger. No centralized "official" copy of the database
(ledger) exists and no single user is trusted more than any other.
Desired Business Outcome (Basis for a business case)
“Don’t collect what you don’t need.” Data Minimization from the
perspective of Privacy requires that the data not be processed or held for
longer than is necessary to fulfill the purpose of the collection or longer
than has been outlined in the consent contract. Data that is cached or
used in a rolling calculation like Digital Signal Processing to discover
trends must be suitably anonymized to avoid too much data being kept at
the edge. This can include storage and processing in IoT Things (the
devices performing measurement), or in a smart gateway within the
proximal network where bandwidth may be less of a concern, where
"edge computing" or "fog computing" is employed to allow greater
efficiency for communication to the cloud or resiliency when a part of the
processing system goes offline. Distributing logic to the edge and
collecting less of sensitive information is another approach to minimizing
data.
Retailers should, to the extent practicable, ensure that PII is accurate,
relevant, timely, and complete. Inaccurate or incomplete data can lead
retailers or their partners to incorrect conclusions regarding data subjects
that can harm their relationships with customers or lead them to make
incorrect decisions regarding partners or employees. As such, retailers
have an obligation to their data subjects to ensure the quality and
integrity of the data they hold.

Blockchain

Business Case
Data
Minimization

Data Quality
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Decentralized
Naming System

Distributed
Ledger

Edge

Edge Device

Inventory
Monitoring
IoT
Proximal
Network

RFID

Sensor

IoT things need to communicate. The expectation that things will only
talk to the cloud severely limits the power of IoT. For devices to
communicate with each other, a secure system of device identification is
required. Decentralized Naming Systems provide this local offline
identification capability, where a thing can find another thing using a
common naming convention so it can communicate with another device
based on its role in the solution rather than a particular base Device ID.
If your thermostat is traded out for another thermostat, you should not
need to visit the setup screens for the other 37 local IoT devices that
need to interoperate with the replacement thermostat. The Domain
Name System (DNS) is an example which has limitations. Blockchainbased naming systems are another example that present a greater range
of secure distributed behavior.
A shared ledger where no central administrator keeps track of the ledger
entries. Instead, the digital data is replicated, shared and synchronized
across multiple sites without the need for centralized storage or a single
owner. Blockchain technology is an example of a shared, immutable
ledger for recording the history of transactions.
The interface where the internet reaches the physical world. The place
where IoT "things" live. In some cases, the local network where IoT
things can communicate and interact directly with each other avoiding
trips to the cloud where bandwidth and latency may be a concern.
Sometimes combined with "Edge Computing" or "Fog Computing".
IoT Things that sit on the interface from the internet or proximal network
to the physical world. They might make real-world observations
(sensors) or alter a physical property (actuators).
Real-time, continuous monitoring of items and their quantity at selling
locations (what: item, where: location, when: real-time quantity).
Internet of Things
Decentralized, location-sensitive network. When two phones are
physically next to each other, cellular communication is routed to the
nearest cell tower, through back-end switches and out the same cell
tower to the other phone. Contrast this to direct phone-to-phone
communication over Bluetooth which is a proximal network, or direct
communication without a middleman.
Radio-Frequency IDentification refers to small devices that contain
electronically stored information which can be retrieved through
electromagnetic communication. Unlike a barcode, an RFID tag does not
need to be within line-of-sight, and can be embedded in the tracked
object be it a consumer product or an affixed label. Often they do not
need a battery, instead charged via the reader device to begin
transmitting identifying information. RFID industry standards are
maintained by GS1.
In a retail operations context, sensors can provide ubiquitous, always-on
observation capabilities to supplement human senses and detect
changes in temperature, humidity, motion, moisture and other important
physical phenomena.
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Thing

In the context of IoT it is a uniquely identified physical object or entity that
can transfer data across a network and interact in some way with the
physical world.
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